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IT Risk




IT Facts, Losses & Research 1/2

= The world economy is virtually IT-dependent — most companies’ functioning
is based on IT systems.

= According to Contingency Planning Association Research; Strategic Research
Corp. an average cost of one-hour-long malfunction amounts to:

— 2.600.000 USD in case of credit card payment authorization center
— 89.500 USD in case of plane tickets booking Internet system

= As the result of breaking into the bank accounts system one of the biggest
and world best known financial giants reported losses, which may total even
700.000 USD

= Eurobank’s main IT system was down for a few days — during the following
week the clients had no access to their funds and could not be dealt with properly

= The most serious loss concerning a single attack reported in 2003 accounted
to 35.000.000 USD (intellectual property theft)
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IT Facts, Losses & Research 2/2

= An average hacking into an unprotected internet server takes place within
4 hours after its deployment

= In the recent years there has been a rocketing increase of the revealed
information on IT systems’ vulnerability, according to CERT/CC publications

=, Certified Fraud Examiners” organization estimates that an average entity
in the USA loses around 6% of their annual revenues due to fraud activities
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What Is IT Risk?

ORGANIZATIONAL GOALS

Risk categories:

. Lo Effectively
= Confidentiality Manage Risk
DECISION MAKERS
H .
= Integrity CEO, CIO,
o
. e Risk Officer
= Avallablht . General Counsel
y Establish Trust IT Dept. STAKEHOLDERS
‘t Customers
Board of Business Initiatives
Directors

Regulators

Business Partners

Enhance or I Employees

Manage Brand Audit Management

Committee
Shareholders

Applies to:

= Information protected by law
regulations
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. Business information
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IT Risk Assessment

Risk Handling Strategies




IT Risk Assessment & Handling Problems

= Lack of credible, complete and integral base of statistical data enabling
estimation of risk

= Lack of uniform approach to analyzing threats resulting from IT risks
Risk l Should choose

Limitation nomically optimal
risk handling strategy

Risk . and method
Assumption
Risk Has overwhelming :
IT Planning variety of IT risk ‘
* - Company |
Risk Research and management
Acknowledgement approaches
Risk
. Has difficulties
Avoid
voidance selecting the right
Risk approach tailored
Transfer to own needs
=l ErNST R YOUNG
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IT Risk Handling Strategies
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MIR-2M -
Multidimensional

IT Risk Management
Methodology

Author: Mirostaw Ryba



MIR-2M - Risk Analysis

Defining the level of factors >‘ Normalization >‘ Defining the risk vector >‘ Defining impact weights >‘ Calculatingweightedrisk vector >‘ Calculating risk level >
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level
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» Data confidentiality
level

Number and working
» parameters of system
interfaces
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level
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Defining
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IT Risk Management
Methodology

Security monitoring

Defining L
system’s effectiveness
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level
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MIR-2M - IT System Risk Vector

= IT system risk vector IQSI_

RS,- :C;\(}\Sl_)[x*’Cp(psi)Eﬁ+C\,(VS,,)W+CQ,(®S )@-"Cn (nsi)ﬁ+ce(esi)[§+cl ('S )ET+QK (Ksi)M+c¢(¢Si)EF

i i

— A, — System availability — 8, — DoD TCSEC security class

— P, — data confidentiality — Ty — security monitoring system'’s effectiveness

— v, — number of system interfaces — K, — competitiveness ratio

and working parameters

— ¢, —change management process effectiveness
— w, —system’s scale

— — meeting security requirements 0L, whenAg =V 01, when® =4
s ¢ yreq 53 , whenhg =1V H2. whenB =53
A )= 05 . whenAy =111 03, when@; = B2
57 , whenAg =11 ce(est):H4 , when8g =Bl
. . _ /9 . When)\s‘ =] 87 R whenesr =C2
= |IT system weighted risk vector O 08, when8, =Cl
! Ol, whenp, =E 0 C_
D3 N i Dll, when6g =D
- N . ‘
0. =$0R, 0 0.0 C P NP
o LERTE B TR v
Where E E 57 , whenpg =B ' 100%
P = mxn ¢y =4y m’l] B9, whenpg =4 Cl(ls,)=1l_3\/g
w‘@”@jM gl F |
m n C,V(\)S’)Zmll‘lHi 2 : ’IOE CK(KS,):mlnEl+10g%(l+KS’),11E
0i O{L,...,mp; 0j0{L,..,n; ¢, =01 and g, =10 100% —
{ } { } g ZZ ! Coloas | =1+ 00 <¢(¢s,):1+ b

10%
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MIR-2M

- Risk Management

Estimating cost of risk changes

Calculating level of risk changes >‘
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>‘ Estimating significance of risk changes >‘ Analyzing economical justification of risk changes>‘
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MIR-2M - IT System Risk Change

= IT system risk change vector AR
AR5 = R5 ~ R
= IT system weighted risk change AR
k_|lmkll_ll ™
arg =[d5]-ds]

= Estimated cost of IT system risk change ‘T’N@g

qNJ _ L IUI;I-_I];_IM;‘ —AH; NPV = n NCFZ
2% ; (1+7) & (1+k)

L

— period, for which utilization of IT system S; is planned (in years)
Uy, — savings in year i resulting from the IT system S risk change represented by the vector Aksk

Ilf, — investment expenditure in ygakrion IT system S related to implementation of risk change
represented bffke vector

’Mf{. — expenditure in year i related to maintenance of mechanisms in system S: causing risk change
represented by the vector ARSk
r —discount rate during the period, for which utilization of IT system S; is planned

Dy, — change of ALE (Annual Loss Expectancy) for the IT system S,
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MIR-2M - Risk Change Economical Effectiveness

= Economical effectiveness of IT system risk change

k
X(MQ)ZEA,RS"

oR
= Change significance multiplier

2 when implementation of change represented by vector Ar! is a legal obligation
0 ,

nt :% when implementation of change represented by vector Ar{ is significant from
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o .
B in other cases

= Economical justification of IT system risk change variants:
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MIR-2M - Optimal Risk Change

= IT system risk change optimal for the system 3;

ES, , when Ss,. £0 5, :max(‘zgi‘ ‘Z;‘ ..... ‘ZSKH
8, =@, , when |3, =0]O(-% O(% O|d, <d,
5, DS,. when ( 5, ) ( ( ( 5, S Si))) 5 —max(zgi < ZSK )
55, . when (8, =0) 0% O[3, >8; )
O —mm(ZHSll_ Z; ..... s )
= IT system risk change optimal for the organization 5,
B,y . when 85 %0 Ssiop =max| L T2 e COJCL o CE] )

Oy0) = %@(0) » When (5s(o) =0) 0~z 0fx D(5s(o) P Il 8o =max(Z} 02, {8 EL T8

Bs0) » when (5s(o) =0) 0% D(gs(o) >5§(o))

= Acceptance indicator for risk level increase *

_ El when the organization accepts increasing of risk level
00 when the organization rejects increasing of risk level
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ORBI - IT Security Risk
Assessment
Methodology

Author: Aleksander Poniewierski



ORBI - Goals and Actions

= Evaluate riSk related Insurance renewal

preceded by the

tO IT System Secu rity realiza;ic;r;gf“stage

—"

Commencing the
insurance process
by the organization

= Provide credible information
for the system’s insurance

= Provide an evaluation
and management tOOI Insuring the risk by

the insurer and

Delivering the

ORBI method
by the insurer to the

organization

presenting the

for handling risk related naiyas mode
to organization’s IT system
security

L

Audit and Self-assessment
and adjusting the

evaluation of IT

systems’ risk by { IT processes to
an unrelated the specified
third party level of risk
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ORBI - Methodology

STEP I STEP II STEP III
CLASSIFICATION RISK ANALYSIS

SYSTEMS IDENTIFICATION Risk concerning security of IT system Evaluation of meeting security
S requirements [3 for system S,

[EP1- ABC
/STEP2-AX BY CZ
~ STEP3-AX1 BY2 CZ3
CONE STEP 4 — bA bB bC
T STEPS5-r,, .R

Z QO =~=0p»

bA...>

Risk r concerning security
after meeting requirements 3
for IT system §,

bA ...

SEC

Rirk R concerning security
after meeting requirements 3
for all IT systems

Evaluation of meeting
I I

- A=

requirements o by system S,

S T ATE > S TATE?”
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ORBI - Elements (1/2)

= Evaluation of meeting the security requirements a

o = E*IOO% _, B =§*100% = g, — value of requirement’s adequacy
T '
= b, — value of priority of requirement
SZZbl.*ai*wi S'=Zbl.*al.*w; . ,
,~ ,~ for a certain security class
T=3%b*a T'=3% b*q = w,—value of meeting a requirement
= w’,—value of meeting a requirement after
= T system security risk rj introducing change to the system
rj:f(K)*f(J)*f(O() - r]g:f(K)*f(J)*f(B)
6 6
a _ B
=101 - f1B —IOB— E
fa) =100t (B} =100~ o0ns - K=MxP
Ol , whenJ =5 01, whenK =D4 M=/ABCD iability
52, when J =4 52, when K = D3 (4.5.C.Dj — availability class
flJ)=03, whenJ =3 flk)=1... P = {1234} — confidentiality class
84 , whenJ =2 BIS, when K = 42
H5, whenJ =1 H16, when K = A1
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ORBI - Elements (2/2)

= Relative value of risk concerning security of IT system

r.
R, =—1-*100% = ( )
I Vo = max(n L7 ..., 1

. Ave?ge risk related to security of all IT systems [

£ J —number of IT systems in the organization
[0 ==
J

A

max — 100%

R, 58 %

Requred risk level
S, 60% S, 56 % <40%

min — 0% >
L

e.q. insurance of IT systems is possible when [ < 40%
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ORBI - Application in Insurance

= Calculating insurance premiums for:
= individual IT systems
= all IT systems in the same security class
= all IT systems in the same group of significance

= Calculating insurance premiums in case when the organization meets
all security requirements concerning IT systems

= Creating knowledge base on the level of risk for the whole population
of insured subjects, which in turn enables precise modeling of security
requirements priority values
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Summary

= Sudden growth of reliance of the modern economy on IT technologies implies
a necessity of introducing dedicated IT risk assessment and management
methodologies

= The methodologies must meet ever-increasing accuracy and effectiveness
requirements

= Both MIR-2M and ORBI methodologies stress the importance of a fixed
group of factors which play a substantial role in IT risk assessment

= Each of the factors is calculated in possibly precise way which ensures
sufficient credibility of the overall IT risk analysis

= Accuracy of the determined IT risk level depends on the amount of time
and other resources spent on IT risk analysis as well as appropriate selection
of methodology
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