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IT Facts, Losses & Research 1/2

■ The world economy is virtually IT-dependent – most companies’ functioning
is based on IT systems.

■ According to Contingency Planning Association Research; Strategic Research 
Corp. an average cost of one-hour-long malfunction amounts to:

— 2.600.000 USD in case of credit card payment authorization center 

— 89.500 USD in case of plane tickets booking Internet system
■ As the result of breaking into the bank accounts system one of the biggest

and world best known financial giants reported losses, which may total even
700.000 USD

■ Eurobank’s main IT system was down for a few days – during the following
week the clients had no access to their funds and could not be dealt with properly

■ The most serious loss concerning a single attack reported in 2003 accounted
to 35.000.000 USD (intellectual property theft)
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IT Facts, Losses & Research 2/2

■ An average hacking into an unprotected internet server takes place within
4 hours after its deployment

■ In the recent years there has been a rocketing increase of the revealed 
information on IT systems’ vulnerability, according to CERT/CC publications 

■ „Certified Fraud Examiners” organization estimates that an average entity 
in the USA loses around 6% of their annual revenues due to fraud activities

■ Disguised annual loss of a single 
company related to IT intrusion are 
estimated at 500.000 USD

■ It is estimated that companies lose up
to 5% of their revenues due to 
‘non-business’ use of the Internet 
by their employees
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IT Dept.

Customers

Business Partners

Management

Shareholders

Business Initiatives

CEO, CIO, 
CFO

Risk Officer
General Counsel

Board of
Directors

Audit
Committee

Effectively
Manage Risk

Establish Trust 

Enhance or   
Manage Brand

Regulators

Employees

ORGANIZATIONAL GOALS

DECISION MAKERS

STAKEHOLDERS

Risk categories:
■ Confidentiality 
■ Integrity
■ Availability

Applies to:
■ Information protected by law 

regulations
■ Business information

What Is IT Risk?
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■ Lack of credible, complete and integral  base of statistical data enabling 
estimation of risk

■ Lack of uniform approach to analyzing threats resulting from IT risks 

IT Risk Assessment & Handling Problems

IT 
Risk

Risk 
Limitation

Risk 
Assumption

Risk 
Avoidance

Risk 
Transfer

Company

Should choose 
economically optimal 
risk handling strategy 

and method

Has overwhelming 
variety of IT risk 

management 
approaches

Has difficulties 
selecting the right 
approach tailored 

to own needs

?
Risk 
Planning

Research and 
Acknowledgement

*

       * Source: National Institute of Standards and Technology 
SP800-30 Risk Management Guide for Information Technology Systems 
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■ Risk Limitation

■ Risk Assumption

■ Risk Planning

■ Research and 
Acknowledgment

■ Risk Avoidance

■ Risk Transfer
(Insurance)
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MIR-2M – Risk Analysis
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MIR-2M – Risk Management
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MIR-2M – IT System Risk Change

■ IT system risk change vector

■ IT system weighted risk change

■ Estimated cost of IT system risk change

– period, for which utilization of IT system      is planned  (in years) 

– savings in year i resulting from the IT system      risk change represented by the vector

– investment expenditure in year i on IT system      related to implementation of risk change 
   represented by the vector 

– expenditure in year i related to maintenance of mechanisms in system      causing risk change 
   represented by the vector 
– discount rate during the period, for which utilization of IT system      is planned 

– change of ALE (Annual Loss Expectancy) for the IT system
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MIR-2M – Risk Change Economical Effectiveness

■ Economical effectiveness of IT system risk change

■ Change significance multiplier   

■ Economical justification of IT system risk change variants:
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MIR-2M – Optimal Risk Change

■ IT system risk change optimal for the system
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ORBI – Goals and Actions

Commencing the 
insurance process 
by the organization 

Audit and 
evaluation of IT 
systems’ risk by 

an unrelated 
third party

Insuring the risk by 
the insurer and 
presenting the 
analysis model

Delivering the 
ORBI method 

by the insurer to the 
organization

Self-assessment 
and adjusting the
IT processes to 

the specified 
level of risk

Insurance renewal 
preceded by the 

realization of stages 
3 and 4

START

1

2

3

4

5

■ Evaluate risk related 
to IT system security 

■ Provide credible information
for the system’s insurance 

■ Provide an evaluation 
and management tool
for handling risk related 
to organization’s IT system 
security 
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ORBI – Methodology

Klasa bezpieczeństwa - K

0
%

40
%

C3

I
Grupa 

Istotności - J
20%

S1 S2 S3

SYSTEMS IDENTIFICATION

SECURITY 
REQUIREMENTS

SECURITY CLASSES – K

SIGNIFICANCE CLASSES – J

CONFIDENTIALITY AVAILABILITY

IT SYSTEM’S DESCRIPTION
Sj(J,K)

SECURITY CLASS REQUIREMENTS’ PRIORITIES

Evaluation of meeting security 
requirements  β  for system  Sj

S    T   A   T   E

A
C
T
I
O
N

E
F
F
E
C
T

STEP I
CLASSIFICATION

STEP II
RISK

STEP III
ANALYSIS

Risk concerning security of IT system 
Sj

--------------- r ---------------

Relative risk concerning security 
of IT system Sj

--------------- R ---------------

Average risk concerning security 
of IT system Sj

--------------- ℜ ---------------

Wartość spełnienia 
wymagań bezpieczeństwa α

S    T   A   T   E  ’

STEP 1 –  A B C
   STEP 2 – AX  BY  CZ
      STEP 3 – AX1  BY2  CZ3
         STEP 4 –  bA  bB bC
            STEP 5 –  rbA…., RbA …

Evaluation of meeting 
requirements  α  by system  Sj

Risk  r  concerning security
after meeting requirements  β  

for IT system  SJ

Rirk  R  concerning security
after meeting requirements  β  

for all IT systems
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 Evaluation of meeting the security requirements α 

 IT system security risk  rj

ORBI – Elements (1/2)

i
i

ii wabS **∑=

∑=
i

ii abT *

%100*
T
S=α  ai – value of requirement’s adequacy 

 bi – value of priority of requirement 
      for a certain security class

 wi – value of meeting a requirement

 w’i – value of meeting a requirement after
        introducing change to the system

6
)(*)(*)( αfJfKfr j =

%100*
'
'

T
S=β

i
i

ii wabS ′=′ ∑ **

∑=′
i

ii abT *

( ) 





 −=

%100
110 ααf

( )














=
=

=
=

=

1 when,16
2when ,15

...
3 when,2
4when ,1

AK
AK

DK
DK

Kf( )














=
=
=
=
=

=

1 when,5
2when ,4
3when ,3
4J when,2
5when ,1

J
J
J

J

Jf

PMK ×=

M = {A,B,C,D} 

P = {1,2,3,4} 

– availability class

– confidentiality class

6
)(*)(*)( βfJfKfrj =′

( ) 





 −=

%100
110 ββf
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 Relative value of risk concerning security of IT system

 Average risk related to security of all IT systems ℜ 

(e.g. insurance of IT systems is possible when ℜ < 40%)

ORBI – Elements (2/2)

%100*
maxr
r

R j
j =

S1   60 %

max – 100%

min – 0%

Ravr   58 %

S2   56 %
Requred risk level 

< 40%

( )Jrrrr ,...,,max 21max =

J

r
J

j
j∑

==ℜ 1
J – number of IT systems in the organization



22 e  q

ORBI – Application in Insurance

 Calculating insurance premiums for:
 individual IT systems
 all IT systems in the same security class
 all IT systems in the same group of significance

 Calculating insurance premiums in case when the organization meets 
all security requirements concerning IT systems

 Creating knowledge base on the level of risk for the whole population 
of insured subjects, which in turn enables precise modeling of security 
requirements priority values



Summary
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Summary

■ Sudden growth of reliance of the modern economy on IT technologies implies 
a necessity of introducing dedicated IT risk assessment and management 
methodologies

■ The methodologies must meet ever-increasing accuracy and effectiveness 
requirements

■ Both MIR-2M and ORBI methodologies stress the importance of a fixed
group of factors which play a substantial role in IT risk assessment

■ Each of the factors is calculated in possibly precise way which ensures 
sufficient credibility of the overall IT risk analysis 

■ Accuracy of the determined IT risk level depends on the amount of time
and other resources spent on IT risk analysis as well as appropriate selection
of methodology
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